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CrossMark

This study aimed to examine the effect of transparency in the use of artificial intelligence in
marketing on customer trust, considering the mediating roles of brand authenticity and perceived
risk among customers in Tehran. This applied study employed a descriptive-correlational design
using structural equation modeling. The statistical population consisted of customers residing in
Tehran who had encountered at least one form of Al-enabled marketing during the previous six
months. Initially, 420 participants were recruited through convenience sampling, and after
excluding invalid responses, data from 384 participants were analyzed. Data were collected
using a multidimensional questionnaire assessing Al-use transparency, brand authenticity,
perceived risk, and customer trust. Construct validity was examined through confirmatory factor
analysis, while internal consistency was assessed using Cronbach’s alpha and composite
reliability. Pearson correlation, confirmatory factor analysis, structural equation modeling, and
bootstrapping with 5000 resamples were used for data analysis. Structural model results showed
that Al-use transparency had a significant positive effect on brand authenticity (f = 0.58, p <
0.001) and a significant negative effect on perceived risk (p = -0.46, p < 0.001). Transparency
also had a significant direct positive effect on customer trust (§ = 0.24, p < 0.001). Brand
authenticity positively predicted customer trust (f = 0.43, p < 0.001), whereas perceived risk
negatively predicted trust (B = -0.27, p < 0.001). The indirect effect of transparency on trust
through brand authenticity was 0.25, while the indirect effect through perceived risk was 0.12;
both effects were statistically significant. The model explained 59 percent of the variance in
customer trust. Transparency in Al-enabled marketing can enhance customer trust both directly
and indirectly by strengthening brand authenticity and reducing perceived risk; therefore, clear
and responsible disclosure of Al use should be treated as a strategic component of brand trust
management.

Keywords: Artificial intelligence, Transparency, Customer trust, Brand authenticity, Perceived risk,
Marketing.
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Extended Abstract

Introduction

Artificial intelligence (Al) has become a central component of contemporary marketing, reshaping
how firms analyze customer data, personalize communications, generate content, recommend products,
manage customer interactions, and construct brand experiences. The increasing incorporation of
generative Al, recommendation algorithms, conversational agents, virtual influencers, and automated
personalization systems has transformed marketing communication from a predominantly human-
mediated process into a complex human—machine ecosystem. While these technologies can improve
efficiency, relevance, scalability, and responsiveness, they simultaneously create new concerns regarding
transparency, accountability, privacy, authenticity, and consumer autonomy. Recent research therefore
suggests that the marketing consequences of Al cannot be evaluated solely in terms of technological
performance; rather, consumers’ psychological and relational responses to Al-mediated brand interactions
must also be considered (Morales-Muiioz et al., 2026; Vyas & Vishwakarma, 2026). Similarly, research on
consumer—machine relationships indicates that consumers increasingly form relational judgments about
Al-enabled systems, and these judgments may subsequently influence their perceptions of the brands
deploying such technologies (Pentina et al., 2023).

One particularly important issue in Al-enabled marketing is transparency. Al transparency refers
to the extent to which a brand openly discloses its use of Al, clearly communicates the role of automated
systems in producing or personalizing marketing content, explains how customer data are used, and makes
the boundary between human and machine involvement understandable. Transparency may be particularly
important because Al systems often operate through processes that consumers cannot directly observe.
When consumers are uncertain about whether they are interacting with a human or an algorithm, how their
information is being processed, or why particular messages and recommendations are shown to them,
uncertainty and suspicion may increase. In contrast, explicit disclosure can reduce information asymmetry
and allow customers to interpret Al-mediated interactions more deliberately. Evidence regarding Al-
generated content suggests that disclosure of Al involvement meaningfully shapes consumer evaluations,
particularly when such disclosure is interpreted as a sign of honesty and responsible communication (Qadri
& Moustafa, 2025). Interactive marketing research has likewise emphasized explainability, accountability,
and transparency as central requirements for establishing sustainable relationships between consumers
and intelligent technologies (Peltier et al., 2023).

Customer trust is therefore a critical outcome of Al transparency. Trust reflects consumers’
confidence that a brand is reliable, competent, honest, and willing to act consistently with customer
interests. Trust becomes particularly important in digital environments because consumers have limited
direct access to the processes through which their data are analyzed and decisions are generated. Studies
of Al-enabled customer relationships suggest that trust contributes to favorable downstream outcomes
such as loyalty, engagement, technology acceptance, and continued interaction (Beyari, 2025). Likewise,
continuity and consistency in Al-mediated brand personas can strengthen perceived social presence and
consumer trust (Hm, 2026). However, the relationship between transparency and trust is unlikely to be
exclusively direct. Two theoretically important mechanisms are brand authenticity and perceived risk.

Brand authenticity refers to the degree to which a brand is perceived as genuine, sincere, internally
consistent, and faithful to its stated values and identity. The growth of automatically generated marketing
content creates a potential authenticity challenge because consumers may question whether brand
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communications genuinely represent the organization or simply reflect algorithmically optimized
persuasion. Nevertheless, Al does not necessarily undermine authenticity. Research on human—Al co-
production has introduced the concept of augmented authenticity, suggesting that Al can coexist with
authentic brand expression when technological involvement is appropriately integrated with human
identity and disclosed responsibly (Westerbeek & Schaik, 2025). Studies of virtual influencers similarly
indicate that perceived realism, coherence, and authenticity are important determinants of consumer
responses to Al-generated brand representatives (Sorosrungruang et al., 2024; Su, 2025). More broadly,
authentic relationships in online marketing contribute to stronger brand—consumer connections (Okonkwo
& Namkoisse, 2023). Accordingly, transparency may enhance trust partly because openly acknowledging
Al involvement signals honesty and strengthens perceptions of brand authenticity.

Perceived risk constitutes a second mechanism. Al-enabled marketing may generate concerns
about privacy, misuse of personal data, algorithmic error, manipulation, biased decision-making, and loss
of customer control. Consumers’ responses to Al therefore reflect an evaluation of both expected benefits
and potential risks (Krishna & Pranava, 2023). Greater transparency can reduce uncertainty by clarifying
why Al is being used, how information is processed, and what role automated systems play in customer
interactions. Research concerning Al adoption for retail information search has similarly shown that
perceptions of reliability, control, and trust are central to acceptance (Gupta & Mukherjee, 2024). Thus,
transparency may increase customer trust not only by strengthening positive evaluations of authenticity
but also by reducing perceived threats associated with Al-mediated marketing. Based on this theoretical
framework, the present study aimed to examine the effect of transparency in the use of artificial
intelligence in marketing on customer trust, with the mediating roles of brand authenticity and perceived
risk among customers in Tehran.

Methods and Materials

The study employed an applied, descriptive-correlational design using structural equation
modeling. The statistical population consisted of customers residing in Tehran who had encountered at
least one form of Al-enabled marketing during the previous six months, including personalized
advertising, recommender systems, intelligent chatbots, automated promotional communications, or Al-
generated marketing content. Initially, 420 individuals were recruited through convenience sampling.
After screening responses for substantial missing data, uniform response patterns, invalid completion, and
failure to meet the eligibility criteria, data from 384 participants were retained for final analysis. Eligibility
criteria included being at least 18 years old, residing in Tehran, having experience purchasing products or
services from brands using Al-related marketing practices, and having encountered at least one Al-enabled
marketing application during the previous six months.

Data were collected using a multidimensional questionnaire. The first section assessed
demographic characteristics and exposure to Al-enabled marketing. The subsequent sections measured
Al-use transparency in marketing, brand authenticity, perceived risk, and customer trust. Al transparency
covered disclosure of Al use, clarity regarding the role of Al in marketing activities, explainability of Al-
supported interactions, and transparency concerning the use of customer data. Brand authenticity assessed
perceived sincerity, consistency between claims and behavior, adherence to brand values, and genuineness
in brand—customer relationships. Perceived risk assessed concerns related to privacy, personal-data
misuse, algorithmic errors, manipulation of consumer choices, and uncertainty regarding Al-related
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outcomes. Customer trust assessed confidence in brand honesty, reliability, competence, and concern for
customer interests. All substantive items were rated on a 5-point Likert scale ranging from 1, strongly
disagree, to 5, strongly agree.

Content and face validity were evaluated by experts in marketing management, consumer
behavior, artificial intelligence, and research methodology. A pilot assessment was conducted with 30
eligible respondents. Construct validity was subsequently examined through confirmatory factor analysis.
Internal consistency was assessed using Cronbach’s alpha and composite reliability, convergent validity
was assessed using average variance extracted, and discriminant validity was evaluated through
interconstruct comparisons and the HTMT criterion. Descriptive statistics, Pearson correlations,
confirmatory factor analysis, and structural equation modeling were used for data analysis. Indirect effects
were tested through bootstrapping with 5000 resamples and 95 percent confidence intervals. Statistical
significance was set at 0.05.

Findings

The final sample comprised 384 customers, including 201 women, representing 52.34 percent of
participants, and 183 men, representing 47.66 percent. Participants had a mean age of 34.72 years with a
standard deviation of 8.91 years, and their ages ranged from 18 to 61 years. The descriptive results showed
that the mean score for Al-use transparency was 3.61 with a standard deviation of 0.68, brand authenticity
had a mean of 3.54 and a standard deviation of 0.71, perceived risk had a mean of 2.83 and a standard
deviation of 0.74, and customer trust had a mean of 3.67 with a standard deviation of 0.69. Skewness
values ranged from -0.35 to 0.24 and kurtosis values ranged from -0.42 to -0.19, indicating no substantial
departure from normality.

Correlation analysis indicated that Al-use transparency was positively associated with brand
authenticity, r = 0.58, p < 0.01, and customer trust, r = 0.61, p < 0.01, while it was negatively associated
with perceived risk, r =-0.46, p < 0.01. Brand authenticity was positively correlated with customer trust,
r = 0.67, p < 0.01, whereas perceived risk was negatively correlated with customer trust, r = -0.55, p <
0.01. Brand authenticity and perceived risk were also negatively associated, r = -0.49, p < 0.01.

The measurement model demonstrated satisfactory psychometric properties. Standardized factor
loadings ranged from 0.68 to 0.84 for Al-use transparency, 0.71 to 0.87 for brand authenticity, 0.67 to
0.83 for perceived risk, and 0.72 to 0.88 for customer trust. Cronbach’s alpha coefficients ranged from
0.88 to 0.92, while composite reliability values ranged from 0.90 to 0.93. Average variance extracted
ranged from 0.56 to 0.64, supporting convergent validity. Discriminant validity was also acceptable.

The structural model demonstrated adequate fit, with x> = 728.16, df = 291, y*/df = 2.50, GFI =
0.91, AGFI =0.90, CFI =0.95, TL1 =0.94, IFI =0.95, NFI = 0.92, RMSEA = 0.063, and SRMR = 0.051.
Al-use transparency positively predicted brand authenticity, B = 0.58, p <0.001, and negatively predicted
perceived risk, p = -0.46, p < 0.001. It also retained a significant direct positive effect on customer trust,
B=0.24, p <0.001. Brand authenticity positively predicted customer trust, § = 0.43, p < 0.001, whereas
perceived risk negatively predicted customer trust, f = -0.27, p < 0.001.

Bootstrapping confirmed both mediation pathways. The indirect effect of Al transparency on
customer trust through brand authenticity was 0.25, with a 95 percent confidence interval from 0.18 to
0.33, p <0.001. The indirect effect through perceived risk was 0.12, with a 95 percent confidence interval
from 0.07 to 0.18, p < 0.001. The total indirect effect was 0.37, while the total effect of Al transparency
on customer trust was 0.61, p < 0.001. Because the direct effect remained significant after the mediators
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were included, both variables demonstrated partial mediation. The model explained 34 percent of the
variance in brand authenticity, 21 percent of the variance in perceived risk, and 59 percent of the variance
in customer trust.

Discussion and Conclusion

The findings demonstrate that transparency regarding the use of Al in marketing constitutes an
important determinant of customer trust. Customers were more likely to trust brands when they perceived
that the role of Al, the use of customer information, and the technological basis of marketing interactions
were communicated openly. This result indicates that consumers do not necessarily reject Al-mediated
marketing. Instead, their responses appear to depend substantially on how openly and responsibly the
technology is incorporated into the relationship. Transparency may reduce informational asymmetry,
enhance predictability, and allow customers to form more informed expectations regarding interactions
with Al-enabled brands.

The positive relationship between transparency and brand authenticity further suggests that
disclosure of Al involvement does not inevitably weaken perceptions of genuineness. Rather, customers
may interpret transparent Al practices as evidence of organizational honesty and consistency. When a
brand openly acknowledges where automated technologies are used, customers can incorporate that
information into their understanding of the brand instead of later discovering undisclosed technological
involvement. This process appears particularly important because authenticity emerged as the stronger
mediator in the model. The indirect effect through brand authenticity was approximately twice the
magnitude of the indirect effect through perceived risk. Thus, transparency seems to generate trust not
only by eliminating concerns but also by positively reinforcing perceptions of what the brand represents.

The negative relationship between transparency and perceived risk provides a complementary
explanation. Uncertainty surrounding data processing, algorithmic decisions, personalization, and
automated communication can increase psychological risk. Transparent communication can reduce this
uncertainty by clarifying the purposes and boundaries of Al use. In turn, lower perceived risk was
associated with greater customer trust. This finding suggests that Al transparency performs a risk-
management function at the customer-relationship level, particularly when consumers are concerned about
privacy, manipulation, or lack of control.

Overall, the study supports a dual-process explanation of customer trust in Al-enabled marketing.
Transparency strengthens trust through a positive identity-related pathway by enhancing brand
authenticity and through a risk-reduction pathway by decreasing perceived risk. At the same time, the
persistence of a significant direct effect indicates that these two mechanisms do not completely account
for the influence of transparency. Customers may also interpret transparency as a direct signal of
accountability, fairness, respect, and organizational confidence. The model’s ability to explain 59 percent
of the variance in customer trust further indicates that the proposed framework provides substantial
explanatory power.

In conclusion, transparency in the use of artificial intelligence should be considered a strategic
component of contemporary marketing rather than merely a technical disclosure requirement. Brands
seeking to benefit from Al should clearly communicate where and why Al is being used, maintain
consistency between automated communications and established brand values, and reduce uncertainty
surrounding the collection and use of customer data. Effective Al marketing therefore requires not only
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sophisticated algorithms but also transparent governance, authentic brand communication, and deliberate
management of customer risk perceptions. By integrating these elements, organizations can use Al in
ways that strengthen rather than undermine long-term customer trust.
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